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ABSTRACT 
Transferring the information confidentially has been one of the humankind problems from 
ancient times to present. For this reason, devising the methods for this purpose is very 
important and plays a sensitive role in the human communities. Sending cryptic 
information is one of the methods which can be used for this aim. In this paper, pointed to 
some available cryptographic systems, the probability of random breaking for each of them 
is found. Then some new encryption techniques are provided. In the next, by finding the 
probability of random breaking the cipher texts with recommended methods it is shown 
that each of them, have been formulated in order to enhance the security of the encryption 
systems. 
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INTRODUCTION 

 

It is not negligible that human progression, from beginning, has been greatly depended to his ability on 

communication with his fellows, and transference his knowledge and information. Despite this fact, from the 

early days, that human succeeded to record his knowledge and information by writing, he thinks gradually about 

the methods of preservation them for a particular person or a special group. There are many historical events in 

which successful code breakers were the factors of giant successes, major victories and new developments 

(Khan, 1967). One of the methods to confront with illegal acquisition of information is extending the methods of 

cryptography in order to reduce the chance of random breaking the cipher texts. Cryptography is the study of 

mathematical techniques for all aspects of information security. Most of the encryption methods have a 

historical background and have been designed for preserving intra-group news (Khan, 1967; Singh, 1999). 

Today with new advances in electronic and electromechanic, some new steps have been created in encryption 

systems, and new connections between mathematics and electronics have been appeared in the field of 

cryptography, so that it has turned into a branch of engineering (Del Valle et al., 2014; Güneysu et al., 2008; 

Juels et al., 2005; Khan et al., 2014; Monnerat et al., 2008; Parsian et al., 2014). Despite all of these advances, 

investigation and strengthen the mathematical methods for encryption the texts, is the subject of many today 

scientific researches (Durai Raj Vincent et al., 2013; Yan, 2013; Parsian, 2013). One of the factors which is the 

cause of superiority of one method to another is the smallness of probability of random breaking the texts which 

are encrypted with such methods. The validity of methods is dependent to the extent of mathematics that has 

been used in their plans. Therefore most of them are named with the same mathematical topic that has been used 

in their schemes. Different kinds of systems such as Julius Caesar (JC), Modular Arithmetic (MA), Linear 

Transformation (LT), Key Word (KW), and Hill digraph (H) are some of the systems which are applicable in 

monoalphabetic cipher texts using standard alphabets because of the human needs during different historical 

periods (Khan, 1967). In this paper, the probabilities of random breaking of cipher texts which are encrypted 

with mentioned systems are found, then some extensions of the systems are introduced, and at last, the reducing 

of the probability of random breaking of cipher texts which are encrypted with extended systems will be proved. 
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Methodlogy: 

The designing of JC, MA, LT, KW and H systems are based on Probability Theory, Number Theory, 

Combinatorial Analysis and Linear Algebra. Finding the probability of random breaking a cipher text in these 

systems is based on assigning the counting probabilistic measure on their sample sets. For a finite sample set 𝑺 

and 𝑬 ⊆ 𝑺 let 

𝒑 𝑬 

=
𝒄𝒂𝒓𝒅 𝑬 

𝒄𝒂𝒓𝒅 𝑺 
                                                                                                                                                                             𝟏  

Then 𝑝 is a countably additive set function defined on Algebra of sets (Royden, 1988; Tijms, 2012). Here, 

in each system we are supposed to finding 𝑝 𝐸  by using the method which is created for their schemes. 

 

Results: 

3.1. Random breaking probability of available systems: 

3.1.1. JC system: 

In the JC system, each letter of the text can be replaced by the letter 𝑚 places beyond it, with 1 ≤ 𝑚 ≤ 𝑛 −
1  in the normal alphabet. Therefore finding 𝒎 such as finding the key of the cryptography. If the cardinal 

number of the set of the alphabetical letters is 𝒏, then the probability of random breaking a cipher text in JC 

system is 

 

𝒑 =
𝟏

𝒏−𝟏
                                                                                                                                                                                             (𝟐) 

 

3.1.2. AM system: 

This system can be interpreted as an adaptation of JC system, in which addition is replaced by 

multiplication and the equivalent number of each letter of the normal alphabet is multiplied by a natural number 

𝒂  with 𝒈𝒄𝒅(𝒂, 𝒏) = 𝟏. So, the probability of random breaking a cipher text in AM system is                                   

 𝒑 =
𝟏

𝝋 𝒏 
                                                                                                                                                                                          (𝟑)  

where 𝜑 denotes the Euler's  phi function in number theory (Hardy and Wright,  2008). 

 

3.1.3. LT system: 

The LT system can be made as a combination of JC and AM systems. If 𝑜 denotes the equivalent number of 

a letter in the normal alphabet, then 𝑐 = 𝑎𝑜 + 𝑚 with 𝑔𝑐𝑑(𝑎, 𝑛) = 1, 0 ≤ 𝑚 ≤ 𝑛 − 1; denotes the equivalent 

number of the letter in normal alphabet which must be replaced. The following Theorem shows that the key of 

cryptography is found if and only if the pair (a, m) is determined.  

 

3.1.3.1. Theorem: 

Let 𝑆 = {(𝑎, 𝑚)|𝑎 ∈ 𝑍, 𝑚 ∈ 𝑍, 𝑔𝑐𝑑(𝑎, 𝑛) = 1,0 ≤ 𝑚 ≤ 𝑛 − 1,1 ≤ 𝑎 ≤ 𝑛 − 1} and 𝑓𝑎 ,𝑚 : 𝑍𝑛 → 𝑍𝑛be 

defined by 𝑓𝑎 ,𝑚  𝑞 = 𝑎𝑞 + 𝑚 for any(𝑎, 𝑚) ∈ 𝑆. Let  𝐹 = {𝑓𝑎 ,𝑚 |(𝑎, 𝑚) ∈ 𝑆}, then the map 𝜔: 𝑆 → 𝐹 defined 

by 𝜔 𝑎, 𝑚 = 𝑓𝑎 ,𝑚 is bijective. 

 

Proof:  

Let 𝑓𝑎 ,𝑚  𝑞 = 𝑎𝑞 + 𝑚 and 𝑓𝑎 ,𝑚  𝑞 = 𝑎 𝑞 + 𝑚  are elements of 𝐹 such that 𝑓𝑎 ,𝑚 = 𝑓𝑎 ,𝑚 . Setting 𝑞 =
0 implies that 𝑚 ≡ 𝑚     𝑚𝑜𝑑(𝑛). Since 1 ≤ 𝑚, 𝑚 ≤ 𝑛 − 1, it can be seen easily that  𝑚 = 𝑚 . Moreover, 

𝑓𝑎 ,𝑚 (1) = 𝑓𝑎 ,𝑚 (1)  implies that 𝑎 = 𝑎  . Thus 𝜔 is injective. The rest of the proof is obvious. 

The proof of the following Theorem is straightforward. 

 

3.1.3.2. Theorem:  

Let 𝑆1 = {𝑎|𝑎 ∈ 𝑍, 𝑔𝑐𝑑 𝑎, 𝑛 = 1} and 𝑆2 = {𝑚|0 ≤ 𝑚 ≤ 𝑛 − 1}, then 𝑆 = 𝑆1 × 𝑆2 and 𝑐𝑎𝑟𝑑𝑆 = 𝑛𝜑(𝑛). 

 

The preceding theorem implies that,  
 

3.1.3.3. Corollary:  

The probability of random breaking a cipher text in LT system is 

𝑝

=
1

𝑛𝜑 𝑛 
                                                                                                                                                                                      (4) 
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3.1.4. KW system: 

Let 𝑊 be the set of all (meaningful or meaningless) words ω with different 𝑘 letters (simply 𝑙 𝜔 = 𝑘) 

which is not a segment of the set of normal alphabet (e.g. a, ab, abc,… in English alphabet). Choosing a Key 

Word is the same as choosing such a word with 𝑘 letter. The probability of random breaking a cipher text is 

defined by 𝑝 = 1 𝑐𝑎𝑟𝑑(𝑊) .  Since choosing a segment does not change the conventional ordering of the 

alphabetical letters, then   

𝑐𝑎𝑟𝑑 𝑊 

=  𝐴𝑛
𝑘

𝑛

𝑘=1

− 𝑛                                                                                                                                                                (5) 

in which 𝐴𝑛
𝑘  represents the number of ways to arrange 𝑘 objects from a set of 𝑛 different objects (Larson, 

1982). Thus the probability of random breaking a cipher text in KW system is   

𝑝 =
1

 𝐴𝑛
𝑘𝑛

𝑘=1 −𝑛
                                                                                                                                                                                   6  

For representation a painless upper bound for this probability, let 𝐶𝑛
𝑘  denotes the number of arrangements of 

𝑘 objects of 𝑛 different objects without repetition (Van Lint and Wilson, 2009). Since  𝐴𝑛
𝑘 ≥ 𝐶𝑛

𝑘 , then  

. 𝑝

≤
1

2𝑛 − 𝑛 − 1
                                                                                                                                                                           (7)   

 

3.1.5. H system:  

The H system is based on defining a linear invertible mapping on 𝑍𝑛
2 (Vinberg, 2003). In this system, 𝑜1 , 𝑜2, 

the equivalent numbers of any two consecutive letters of the text, are replaced with any other two letters which 

their equivalent numbers 
 

c1, c2, are defined by  
𝑐1

𝑐2
 = 𝐿  

𝑜1

𝑜2
  where 𝐿 is any invertible mapping of the form 

𝐿  
𝑥
𝑦 =  

𝑎11 𝑎12

𝑎21 𝑎22
  

𝑥
𝑦    ∃𝑎𝑖𝑗

∈ 𝑍𝑛 .                                                                                                                                                      (8) 
Computing the probability of random breaking a cipher text turns over the following theorem, 

3.1.5.1. Theorem:  

Let  𝑎𝑖𝑗 ∈ 𝑍𝑛  for 𝑖, 𝑗 = 1,2. Then the mapping 𝐿: 𝑍𝑛
2 → 𝑍𝑛

2 is invertible if and only if 

. gcd(𝑎11 𝑎22(−𝑎12 )𝑎21 , 𝑛)
= 1                                                                                                                                                      (9) 

where  and  are the notations of addition and multiplication in 𝑍𝑛  respectively.                                                

Proof:  

Let 𝐿 be invertible and  

𝐿−1  
𝑥
𝑦 =  

𝑏11 𝑏12

𝑏21 𝑏22
  

𝑥
𝑦    ∃𝑎𝑖𝑗

∈ 𝑍𝑛 .                                                                                                                                               (10) 

Then 𝐿 ∘ 𝐿−1 = 𝐼𝑍𝑛
2  implies that 

 

𝑀𝐿∘𝐿−1 =  
𝑎11 𝑎12

𝑎21 𝑎22
  

𝑏11 𝑏12

𝑏21 𝑏22
 =

𝑀𝐼
𝑍𝑛

2
                                                                                                                                                                                         (11) 

where 𝑀𝐼
𝑍𝑛

2
denotes the matrix of identity transformation (Hadley, 1990). Therefore  

𝑑𝑒𝑡  
𝑎11 𝑎12

𝑎21 𝑎22
  

𝑏11 𝑏12

𝑏21 𝑏22
 ≡

1    𝑚𝑜𝑑  𝑛                                                                                                                                                                            (12). 
and (Hardy and Wright 2008; Hadley, 1990) imply that 

m 

. (𝑎11𝑎22(−𝑎12 )𝑎21 )(𝑏11𝑏22(−𝑏12)𝑏21)
≡ 1   𝑚𝑜𝑑 𝑛                                                                                                                                         (13) 

Thus  

 

. 𝑔𝑐𝑑(𝑎11 𝑎22(−𝑎12 )𝑎21 , 𝑛)
= 1                                                                                                                                                           (14) 

Conversely let  𝑔𝑐𝑑(𝑎11 𝑎22(−𝑎12)𝑎21 , 𝑛) = 1 . Then according to (Hardy and Wright, 2008) there 

exists some  𝐴 ∈ 𝑍𝑛  such that     

http://books.google.com/books/p/ams?q=inauthor:%22%C4%96rnest+Borisovich+Vinberg%22&source=gbs_metadata_r&cad=1
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(𝑎11𝑎22(−𝑎12 )𝑎21 )𝐴 ≡
1   𝑚𝑜𝑑 𝑛                                                                                                                                                                               (15) 

Define the mapping S: Zn
2 → Zn

2 by  

𝑆  
𝑥
𝑦 

=  
𝑎22𝐴 −𝑎12𝐴

−𝑎21𝐴 𝑎11𝐴
  

𝑥
𝑦                                                                                                                                              (16) 

Then 

 
𝑎11 𝑎12

𝑎21 𝑎22
  

𝑎22𝐴 −𝑎12𝐴
−𝑎21𝐴 𝑎11𝐴

 

=  
1 0
0 1

                                                                                                                                        (17) 

and 𝐿: 𝑍𝑛
2 → 𝑍𝑛

2 is invertible. 

3.1.5.2. Theorem:  

Let 𝑛 > 2 and  

𝑆 = { 
𝑎11 𝑎12

𝑎21 𝑎22
 |𝑎𝑖𝑗 ∈ 𝑍𝑛 , 𝑔𝑐𝑑(𝑎11 𝑎22(−𝑎12 )𝑎21 , 𝑛)

= 1}                                                                                                                                                       (18)(. 
Then 𝑐𝑎𝑟𝑑(𝑆) ≥ 2𝑛2𝜑(𝑛).                                                                                                                                                             

Proof:                                                                                                                                                                                                             

Let 𝑚 ∈ 𝑍𝑛and 𝑔𝑐𝑑 𝑚, 𝑛 = 1. Obviously for any 𝑎11, 𝑎22 ∈ 𝑍𝑛  the cardinal number of 𝐷𝑚 ,𝑎11 ,𝑎22
, the set of all 

solutions  𝑎12 , 𝑎21  of the Diophantine Equation   

𝑎11𝑎22(−𝑎12)𝑎21

= 𝑚                                                                                                                                                     (19) 

is not smaller than 2. Now, the Multiplication Principle (Larson, 1982) implies that                

𝑐𝑎𝑟𝑑 𝑆 ≥ 𝑛2𝜑 𝑛 min
𝑚 ,𝑎11 ,𝑎22

𝑐𝑎𝑟𝑑(𝐷𝑚 ,𝑎11 ,𝑎22
)

≥ 2𝑛2𝜑 𝑛                                                                                                                                             (20) 

3.1.5.3. Corollary:  

The probability of random breaking a cipher text in H system satisfies the inequalities 

𝑝 ≤
1

𝑛2𝜑 𝑛 min
𝑚 ,𝑎11 ,𝑎22

𝑐𝑎𝑟𝑑(𝐷𝑚 ,𝑎11 ,𝑎22
)

≤
1

2𝑛2𝜑 𝑛 
                                                                                                                                            (21) 

3.2. Making the system more secure 

3.2.1. The Extension of JC system (EJC)  

This system can be made by defining a bijection on 𝐿, the set of alphabetical letters. Since one of these 

functions does not create a key, the probability of random breaking a cipher text is equal to 

. 𝑝 =
1

𝑛 !−1
                                                                                                                                                                                          (22)( 

 

3.2.2. The Extension of LT system (ELT): 

This is a combination of the LT and KW systems. The formula of this system is 𝑐 = 𝑘𝑜 for 

which  𝑔𝑐𝑑 𝑘, 𝑛 = 1, 𝑜 denotes the equivalent number of a letter in the normal alphabet, and  𝑐
 

denotes the 

equivalent number of the letter in the rearrangement alphabet which must be replaced. As in LT system, after 

changing the order of the alphabetical letters, KW system is operated on the new ordered alphabetical set with a 

word 𝜔 containing 𝑙 𝜔 = 𝑟 different letters and 1 ≤ 𝑟 ≤ 𝑛. In this case, with previous notations, decryption a 

text is as same as finding 𝑘 and 𝜔. Let   

𝐹
=   𝑘, 𝜔  𝑔𝑐𝑑 𝑘, 𝑛 = 1, 𝜔 ∈ 𝑊, 𝑙 𝜔 = 𝑟                                                                                                                     (23) 

then  



251 
 

 

𝒄𝒂𝒓𝒅𝑭 = 𝝋 𝒏  (𝑨𝒏
𝒓

𝒏

𝒓=𝟏

− 𝟏)

= 𝝋 𝒏   𝑨𝒏
𝒓

𝒏

𝒓=𝟏

− 𝒏                                                                                                                     (24) 

Therefore the probability of random breaking a cipher text is 

. 𝑝

=
1

𝜑 𝑛   𝐴𝑛
𝑟𝑛

𝑟=1 − 𝑛 
                                                                                                                                                            (25) 

The inequality  

. 𝑝 ≤
1

𝜑 𝑛  2𝑛−𝑛−1 
                                                                                                                                                                                (26)  

represents a painless upper bound for the probability. 

 

3.2.3. The Extension of H system (EH) 

Here, after changing the order of the alphabetical letters as in H system, KW system is operated on the new 

ordered alphabetical set with a word containing different letters as mentioned above. 

Let 𝑆 be as in Theorem 3.1.5.2 and define 𝐹 =   𝐾, 𝜔  𝐾 ∈ 𝑆, 𝜔 ∈ 𝑊, 𝑙 𝜔 = 𝑟 . Using commonly the 

notations and techniques of counting as in H and KW systems, imply that  

 

𝑐𝑎𝑟𝑑 𝐹 ≥
𝑛2𝜑 𝑛 𝑚𝑖𝑛𝑚 ,𝑎11 ,𝑎22

𝑐𝑎𝑟𝑑(𝐷𝑚 ,𝑎11 ,𝑎22
)( 𝐴𝑛

𝑟𝑛
𝑟=1 − 𝑛)                                                                                         .  

. ≥ 2𝑛2𝜑 𝑛   𝐴𝑛
𝑟

𝑛

𝑟=1

− 𝑛 ≥ 2𝑛2𝜑 𝑛  2𝑛 − 𝑛

− 1                                                                                                                                               (27). 
Therefore the probability of random breaking a cipher text, satisfies the following inequalities 

. 𝑝 ≤
1

𝑛2𝜑 𝑛 𝑚𝑖𝑛
𝑚 ,𝑎11 ,𝑎22

𝑐𝑎𝑟𝑑(𝐷𝑚 ,𝑎11 ,𝑎22
)( 𝐴𝑛

𝑟𝑛
𝑟=1 − 𝑛)

. 

. ≤
1

2𝑛2𝜑 𝑛 ( 𝐴𝑛
𝑟𝑛

𝑟=1 −𝑛)
≤

1

2𝑛2𝜑 𝑛  2𝑛−𝑛−1 
                                                                                                                                                                (28)) 

 

The details of computation of probabilities for alphabets of some colloquial languages with six decimal 

digits are gathered in Table 1. As a result we see that 

 
𝑝𝐸𝐽𝐶

𝑝𝐽𝐶
≈ 0 

𝑝𝐸𝐿𝑇

𝑝𝐿𝑇
≈ 0,            

 
𝑝𝐸𝐻

𝑝𝐻
≈ 0                                                                                                                                                                                   (29)  

 
Table 1: The Approximate Probabilities 

language n PJC PAM PLT PKW PH 

 

PEJC PELT 

 

PEH 

 

Arabic 28 .037037 .083333 .002976 .000000 .000053 .000000 .000000 .000000 

English 26 .040000 .083333 .003205 .000000 .000061 .000000 .000000 .000000 

German 26 .040000 .083333 .003205 .000000 .000061 .000000 .000000 .000000 

Greek 24 .043478 .125000 .005208 .000000 .000108 .000000 .000000 .000000 

Persian 32 .032258 .062500 .001953 .000000 .000030 .000000 .000000 .000000 

Russian 33 .031250 .050000 .001515 .000000 .000022 .000000 .000000 .000000 

 

Conclusion: 

Making new cryptographic methods with small probability of breaking cipher texts is a method for 

transferring information confidentially. For monoalphabetic cipher texts with n alphabetical letters, EJC system 

decreases the probability of JC system with ratio  𝑛 − 1 (𝑛! − 1)−1, and ELT system decreases the probability 

of LT system with a ratio smaller than 𝑛( 𝐴𝑛
𝑟𝑛

𝑟=1 − 𝑛)−1.  
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